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Credit card fraud is a serious and growing problem. While predictive models for credit card fraud detection
are in active use in practice, reported studies on the use of data mining approaches for credit card fraud
detection are relatively few, possibly due to the lack of available data for research. This paper evaluates two
advanced data mining approaches, support vector machines and random forests, together with the well-
known logistic regression, as part of an attempt to better detect (and thus control and prosecute) credit card
fraud. The study is based on real-life data of transactions from an international credit card operation.

© 2010 Elsevier B.V. All rights reserved.

1. Introduction

Billions of dollars are lost annually due to credit card fraud [12,14].
The 10th annual online fraud report by CyberSource shows that
although the percentage loss of revenues has been a steady 1.4% of
online payments for the last three years (2006 to 2008), the actual
amount has gone up due to growth in online sales [17]. The estimated
loss due to online fraud is $4 billion for 2008, an increase of 11% on the
2007 loss of $3.6 billion [32]. With the growth in credit card
transactions, as a share of the payment system, there has also been
an increase in credit card fraud, and 70% of U.S. consumers are noted
to be significantly concerned about identity fraud [35]. Additionally,
credit card fraud has broader ramifications, as such fraud helps fund
organized crime, international narcotics trafficking, and even terrorist
financing [20,35]. Over the years, along with the evolution of fraud
detection methods, perpetrators of fraud have also been evolving
their fraud practices to avoid detection [3]. Therefore, credit card
fraud detection methods need constant innovation. In this study, we
evaluate two advanced data mining approaches, support vector
machines and random forests, together with the well-known logistic
regression, as part of an attempt to better detect (and thus control and
prosecute) credit card fraud. The study is based on real-life data of
transactions from an international credit card operation.

Statistical fraud detection methods have been divided into two
broad categories: supervised and unsupervised [3]. In supervised fraud
detection methods, models are estimated based on the samples of

fraudulent and legitimate transactions, to classify new transactions as
fraudulent or legitimate. In unsupervised fraud detection, outliers or
unusual transactions are identified as potential cases of fraudulent
transactions. Both these fraud detection methods predict the
probability of fraud in any given transaction.

Predictive models for credit card fraud detection are in active use
in practice [21]. Considering the profusion of data mining techniques
and applications in recent years, however, there have been relatively
few reported studies of data mining for credit card fraud detection.
Among these, most papers have examined neural networks
[1,5,19,22], not surprising, given their popularity in the 1990s. A
summary of these is given in [28], which reviews analytic techniques
for general fraud detection, including credit card fraud. Other
techniques reported for credit card fraud detection include case
based reasoning [48] and more recently, hidden Markov models [45].
A recent paper [49] evaluates several techniques, including support
vector machines and random forests for predicting credit card fraud.
Their study focuses on the impact of aggregating transaction level
data on fraud prediction performance. It examines aggregation over
different time periods on two real-life datasets and finds that
aggregation can be advantageous, with aggregation period length
being an important factor. Aggregation was found to be especially
effective with random forests. Random forests were noted to show
better performance in relation to the other techniques, though logistic
regression and support vector machines also performed well.

Support vector machines and random forests are sophisticated
data mining techniques which have been noted in recent years to
show superior performance across different applications
[30,38,46,49]. The choice of these two techniques, together with
logistic regression, for this study is based on their accessibility for
practitioners, ease of use, and noted performance advantages in the
literature. SVMs are statistical learning techniques, with strong
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However, iterative approaches like SMO [39] that can scale well to very
large problems are used in SVM implementations.

3.3. Random forests

The popularity of decision tree models in data mining arises from
their ease of use, flexibility in terms of handling various data attribute
types, and interpretability. Single tree models, however, can be
unstable and overly sensitive to specific training data. Ensemble
methods seek to address this problem by developing a set of models
and aggregating their predictions in determining the class label for a
data point. A random forest [6] model is an ensemble of classification
(or regression) trees. Ensembles perform well when individual
members are dissimilar, and random forests obtain variation among
individual trees using two sources for randomness: first, each tree is
built on separate bootstrapped samples of the training data; secondly,
only a randomly selected subset of data attributes is considered at
each node in building the individual trees. Random forests thus
combine the concepts of bagging, where individual models in an
ensemble are developed through samplingwith replacement from the
training data, and the random subspacemethod, where each tree in an
ensemble is built from a random subset of attributes.

Given a training data set of N cases described by B attributes, each
tree in the ensemble is developed as follows:

- Obtain a bootstrap sample of N cases
- At each node, randomly select a subset of bbB attributes.
Determine the best split at the node from this reduced set of b
attributes

- Grow the full tree without pruning

Random forests are computationally efficient since each tree is built
independentlyof theothers.With largenumberof trees in theensemble,
they are also noted to be robust to overfitting and noise in the data. The
number of attributes, b, used at a node and total number of trees T in the
ensemble are user-defined parameters. The error rate for a random
forest has been noted to depend on the correlation between trees and
the strength of each tree in the ensemble, with lower correlation and
higher strength giving lower error. Lower values of b correspond to
lower correlation, but also lead to lower strength of individual trees. An
optimal value for b canbe experimentally determined. Following [6] and
as found to be a generally good setting for b in [27], we set b=√B.
Attribute selection at a node is based on the Gini index, though other
selection measures may also be used. Predictions for new cases are
obtained by aggregating the outputs from individual trees in the
ensemble. For classification, majority voting can be used to determine
the predicted class for a presented case.

Random forests have been popular in application in recent years.
They are easy to use, with only two adjustable parameters, the number
of trees (T) in the ensemble and the attribute subset size (b), with
robust performance noted for typical parameter values [6]. They have
been found to perform favorably in comparison with support vector
machine and other current techniques [6,34]. Other studies comparing
the performance of different learning algorithms over multiple
datasets have found random forest to show good overall performance
[9,10,27,31]. Random forests have been applied in recent years across
varied domains from predicting customer churn [51], image classifi-
cation, to various bio-medical problems.Whilemany papers note their
excellent classification performance in comparison with other tech-
niques including SVM, a recent study [46] finds SVM to outperform
random forests for gene expressionmicro-array data classification. The
application of random forests to fraud detection is relatively new, with
few reported studies. A recent paper [49] finds random forests to show
superior performance in credit card fraud detection. Random forests
have also been successfully applied to network intrusion detection
[52], a problem that bears similarities to fraud detection.

4. Data

This section describes the real-life data on credit card transactions
and how it is used in our study. It also describes the primary attributes
in the data and the derived attributes created.

4.1. Datasets

In this study we use the dataset of [37], which was obtained from
an international credit card operation. The study in [37] used Artificial
Neural Networks (ANN) tuned by Genetic Algorithms (GAs) to detect
fraud. This dataset has 13 months, from January 2006 to January 2007,
of about 50 million (49,858,600 transactions) credit card transactions
on about one million (1,167,757 credit cards) credit cards from a
single country. For the purpose of this study, we call this dataset of all
transactions, dataset U (Fig. 1). A much smaller subset of this large
dataset is dataset A, which has 2420 known fraudulent transactions
with 506 credit cards.

One of the categorical attributes, transaction type, label transac-
tions based on the kind of transaction, such as retail purchase, cash
advance, transfer, etc. Suspecting fraud to be prevalent in only a few
transaction types, we compared transaction types in the dataset A of
observed fraudulent transactions with that in the full dataset U. We
found that near 95% of observed fraudulent transactions (dataset A)
were of retail purchase compared to less than 49% in dataset U
(Table 1). Compared to dataset U, observed fraudulent transactions fell
into only a few categories: retail types, non-directed payments, and
check-item. Therefore,we partitioned the dataset U to include only the
transaction types found in fraud dataset A. The reduced dataset U had
31,671,185 transactions and we call this reduced dataset as dataset V.

To compare credit card fraud prediction using different techniques,
we needed sets of transactions of both known fraudulent and
undetected or observed legitimate transactions. Dataset A has cases
of known fraudulent transactions, but we needed a comparable set of
observed legitimate transactions. We decided to create a random
sample of supposedly legitimate transactions from dataset V,
excluding all transactions with the 506 fraudulent credit cards.
Therefore, using dataset A and dataset V, we first created dataset B,
which has all transactions in dataset V with these 506 credit cards.
Dataset B has 37,280 transactions, of which the 2420 transactions in
dataset A are the known fraudulent transactions. Next, we created
dataset C, a random sample of observed legitimate transactions from
dataset V minus the transactions in dataset B. The dataset C, observed
legitimate transactions, has all transactions from 9645 randomly
chosen credit cards. Dataset C has 340,589 credit card transactions.

The “Experimental Setup” section below details the creation of
training and testing datasets using dataset A (observed fraudulent
transactions) and dataset C (observed legitimate transactions).

4.2. Primary attributes

Primary attributes are attributes of credit card transactions available
in the above datasets. We present these attributes in Table 2. Posting
date attribute is the date of posting of transactions to the accounts.
Account number attribute is the 16 digit credit card number of each
transaction. Transaction type attribute categorizes transactions into
types of transactions like cash advance, retail purchase, etc. Currency
attribute provides the short code for the currency used to perform a
transaction. Merchant code is the category code for the merchant for a
given transaction. Foreign currency transaction, a binary attribute, flags
a given transaction into whether a transaction is in foreign currency or
not. Transaction date attribute is the date of a transaction. Merchant
name, merchant city, and merchant country attributes describe the
merchants of respective transactions. The acquirer reference code is a
unique code for each transaction. E-commerce flag is a binary variable
indicating if a transaction was an e-commerce transaction.
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There are two quantitative attributes of credit card transactions in
the dataset: foreign and local currency amount. Foreign currency
amount is the amount of transaction made with a foreign merchant.
Local currency amount is the amount of transaction in the local
currency of the country where the card was issued.

Wemake a note here that although the dataset has transaction and
posting dates of each transaction, there is no time stamp attribute
available. In other words, in a given business day, we have no way to
know the sequence of each transaction on a credit card. This is one of
the limitations of the study andwediscuss this again in sections below.

4.3. Derived attributes

As noted in [49], the high dimensionality and heterogeneity in credit
card transactionsmake it impractical to use data on all transactions for a
fraud detection system. They advocate employing a transaction
aggregation strategy as a way to capture consumer spending behavior
in the recent past. In this research, we employed a similar approach and
created derived attributes from the primary attributes discussed in the
previous section. The derived attributes provide aggregations on the
transaction data. As mentioned in the above section, we have only two
numerical attributes in our dataset: foreign currency amount and local
currency amount. The other attributes were categorical. Hence, similar
to [37], we created derived attributes for each transaction in the dataset
to put each credit card transaction into the historical context of past
shopping behavior. In essence, derived attributes provide information
on card holders' buying behavior in the immediate past. For example,
the practitioner literature suggests that consumer electronics category
experience the highest fraud rate because it is easy to sell these products
in electronic markets like eBay [32]. One of our derived attributes
(Number merchant type over month) computes the number of transac-
tions with a specific merchant type over a month prior to a given
transaction with a specific credit card. Now, for a given credit card

transaction, if there are a number of transactions with merchants in the
consumer electronics category during the past month, then one may
expect a higher likelihood of this transaction being fraudulent (based on
practitioner literature), if it is to purchase consumer electronics.
Similarly, we created other derived attributes for each transaction to
aggregate immediate history of card holders' buyingbehavior. However,
asmentioned above, since the data did not have specific time stamps for
transactions, beyond the date of a transaction, the sequence of
transactions with a credit card in a given day could not be determined.
Hence, the derived attributes carried the same value for some of the
attributes for transactions on a given day. For example, if a credit card
has two transactions on a certain day, then without information on the
sequence of these transactions, the derived attributes will have same
value for both transactions since we do not know which of them took
place first. Non-availability of time stamp datamakes derived attributes
less precise and this is a limitation of our study. Table 3 lists the 16
derived attributes created and these are briefly described below:

Txn amount over month: average spending per transaction over a
30-day period on all transactions till this transaction. We
computed the total amount spent with a credit card during the
past 30 days prior to a transaction and divided it by the number of
transactions to get the average amount spent.
Average over 3 months: average amount spent over the course of
1 week during the past 3 months. For this attribute, we computed
the total amount spent with a credit card during the past 90 days
prior to a transaction, and then divided it by 12 to get the average
weekly spent over three months.

Dataset U: All transactions 49,858,600 transactions 
Dataset A: Fraud Dataset 2,420 transactions
Dataset B: All transactions with Fraudulent Credit  Cards 37,280 transactions
Dataset V:All transactions with transaction types where  fraud occurred 31,671,185 transactions
Dataset C: Random sample of transactions from dataset V-B 340,589 transactions

U 

VB

A
C 

Fig. 1. Dataset description.

Table 1
Percentage of credit card transactions by transaction types.

Transaction types Dataset U Dataset A

Retail purchase 48.65 94.67
Disputed transaction 15.58 0.00
Non-directed payment 14.15 0.50
Retail payment 8.85 0.00
Miscellaneous fees 4.11 0.00
Transaction code 3.91 0.00
Cash-Write-Off-Debt 1.30 0.00
Cash-Adv-Per-Fee 0.62 0.00
Check-Item 0.63 4.54
Retail-Adjust 0.01 0.00
Others 2.19 0.29
Total 100.00 100.00

Table 2
Primary attributes in datasets.

Attribute name Description

Posting date Date when transaction was posted to the accounts
Account number Credit Card number
Transaction type Transaction types, such as cash advance and retail purchase
Currency Short code of the currency the transaction was originally

performed in
Merchant code Merchant Category Code
Foreign Txn Flagging whether this is a foreign currency transaction
Transaction date Date when the transaction was actually performed
Merchant name Name of merchant
Merchant city City of merchant
Merchant country Country of merchant
Acquirer reference The reference code for the transactions
E-commerce Flag if this was an Internet transaction
Foreign Txn Amt Foreign currency amount, the amount when transaction was

made with a foreign merchant
Local Txn Amt The amount in the local currency of the country where the

card is issued
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Average daily over month: average spending per day over the past
30 days before this transaction. We calculated the total amount
spent with a credit card during the past 30 days prior to a
transaction and divided it by 30 to compute the average daily
spent over a month prior to a transaction.
Amount merchant type over month: average spending per day on a
merchant type over a 30-day period for each transaction. In this
case, we first computed the total amount spent with a credit card
on a specific merchant type during the past 30 days prior to a
transaction and then divided this sum by 30 to get the average
money spent with a specific merchant type over a month prior to a
transaction.
Number merchant type over month: total number of transactions
with the same merchant over a period of 30 days before a given
transaction. For this attribute, we computed the total number of
transactions with a credit card with a specific merchant type
during the past 30 days prior to a transaction.
Amount merchant type over 3months: average weekly spending on
a merchant type during the past 3 months before a given
transaction. For this attribute, we computed the total amount
spent with a credit card on a specific merchant type during the
past 90 days prior to a transaction, and then divided it by 12 to get
the average weekly amount spent over three months on that
merchant type.
Amount same day: total amount spent with a credit card on the day
of a given transaction. Here, for each transaction we computed the
total amount spent in a day with that credit card.

Number same day: total number of transactions on the day of a
given transaction. For this attribute, we computed the total
number of transactions in a day with that credit card.
Amount same merchant: average amount per day spent over a
30 day period on all transactions up to this one on the same
merchant as this transaction. In this case, we computed the total
amount spent on the same merchant in the day of a given
transaction with that credit card.
Number same merchant: total number of transactions with the
same merchant during the last month. For this attribute, we
computed the total number of transactions with the same
merchant in the day of a given transaction with that credit card.
Amount currency type over month: average amount spent over a 30-
day period on all transactions up to this transaction with the same
currency. For this attribute, we first computed the total amount
spent with a credit card on a specific currency type during past
30 days prior to a transaction and then divided this sum by 30 to
get the average money spent with a specific currency type over a
month prior to a transaction.
Number currency type over month: total number of transactions
with the same currency type during the past 30 days. For this
attribute, we computed the total number of transactions with a
credit card with a specific currency type during the past 30 days
prior to a transaction.
Amount same country over month: average amount spent over a 30-
day period on all transactions up to this transaction in the same
country. For this attribute, we first computed the total amount
spent with a credit card in a specific country during the past
30 days prior to a transaction and then divided this sum by 30 to
get the average money spent in a specific country over a month
prior to a transaction.
Number same country over month: total number of transactions in
the same country during past 30 days before this transaction. In
this case, we computed the total number of transactions with a
credit card in a specific country during past 30 days prior to a
transaction.
Amount merchant over 3 months: average amount spent over the
course of 1 week during the past 3 months on the same merchant
as this transaction. For this attribute, we computed the total
amount spent with a credit card on a specific merchant during the
past 90 days prior to a transaction, and then divided it by 12 to get
the average weekly amount spent over three months on that
merchant.
Number merchant over 3months: total number of transactions with
the samemerchant during the past 3 months. For this attribute, we
computed the total number of transactions with a credit card with
a specific merchant during the past 90 days prior to a transaction.

5. Experimental setup

The objective of this study is to examine the performance of two
advanced data mining techniques, random forests and support vector
machines, together with the well-known logistic regression, for credit
card fraud identification. We also want to compare the effect of extent
of data undersampling on the performance of these techniques. This
section describes the data used for training and testing themodels and
performance measures used.

For our comparative evaluation, parameters for the techniques
were set from what has been found generally useful in the literature
and as determined from the preliminary tests on our data. No further
fine tuning of parameters was conducted. While fine tuning of

Table 3
Derived attributes used in models.

Short Name Description

Txn amount over
month

Average amount spent per transaction over a month on
all transactions up to this transaction

Average over 3 months Average amount spent over the course of 1 week during
past 3 months

Average daily over
month

Average amount spent per day over the past 30 days

Amount merchant type
over month

Average amount per day spent over a 30 day period on all
transactions up to this one on the same merchant type as
this transaction

Number merchant type
over month

Total number of transactions with same merchant during
past 30 days

Amount merchant type
over 3 months

Average amount spent over the course of 1 week during
the past 3 months on same merchant type as this
transaction

Amount same day Total amount spent on the same day up to this
transaction

Number same day Total number of transactions on the same day up to this
transaction

Amount same
merchant

Average amount per day spent over a 30 day period on all
transactions up to this one on the same merchant as this
transaction

Number same
merchant

Total number of transactions with the same merchant
during last month

Amount currency type
over month

Average amount per day spent over a 30 day period on all
transactions up to this one on the same currency type as
this transaction

Number currency type
over month

Total number of transactions in the same currency during
the past 30 days

Amount same country
over month

Average amount spent over a 30 day period on all
transactions up to this one on the same country as this
transaction

Number same country
over month

Total number of transactions in the same country during
the past 30 days before this transaction

Amount merchant over
3 months

Average amount spent over the course of 1 week during
the past 3 months on same merchant as this transaction

Number merchant over
3 months

Total number of transactions with the same merchant
during the past 3 months
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